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1.0 Introduction

For an enterprise that requires full PCl and or FIPS compliance, the KCCVolP Asterisk Cluster Manager is
available {HTTPS access, account logging, OSSEC integration, encryption, fallback and high-availability
control etc..} designed to run as an customised enterprise free-standing system running on a pair of
high-availability servers {Linux CentOS 6.9} within an Asterisk cluster. Sites that do not have the FIPS
restrictions of single-function per server (or PCl 3.2 ‘separate server for different security levels’) can
implement the Asterisk Cluster Manager as the CMS to run on a high-availability pair of Asterisk servers
provided it is sized correctly to ensure it does not overload any Asterisk functionality.

Full enterprise features for FIPS compliance ;

e Single function per server if required for FIPS compliance

e Cluster high availability with VIP failover

e High availability failover for TSP connectivity

e Load balancing on multi-server clusters

e Single central management of Asterisk configuration {central topology only}

e Single central reporting for Asterisk enterprise {central topology only}

e Full integration with OSSEC/SIEM

e Fallback configuration for isolated site operation

e Full redundancy of configurations, mysql databases, CDR reporting and monitoring
e Single login for different levels of users/helpdesk/NOC {central topology only}

The topology can be implemented as an enterprise-wide system with central topology allowing
configuration, reporting and status for any element within the voice enterprise on a central CMS
platform. Alternatively, the deployment can be site/distributed so that each site within the enterprise
can manage the local clusters and all site voice elements from the main cluster within a site. = Remote
support can login to any distributed site cluster to manage each site cluster configuration and view the
status. IMPORTANT NOTE - THIS IS NOT AN OFF-THE-SHELF APPLICATION AND REQUIRES
CUSTOMISATION TO MATCH THE REQUIREMENTS OF EACH SITE

If implementing the distributed topology so that each site can be managed independently. Database
replication will be confided to site level within the site cluster(s). This allows for a separate support
team and policy for each site within the enterprise, but also allows central or remote support to access
any of the site CMS platforms.

part of the implementation planning training for KCCVolP Asterisk Cluster Manager © kccvoip.com Feb 2019



KCCVolP Asterisk Cluster Manager V15.9 USERS DOCUMENTATION Feb 2019

1.0.1 LOGIN AND GET STARTED

HTTPS SSL single login for all of the
Asterisk Cluster Manager, reporting and

KCCVolP
—

CMS applications within the enterprise

domain {central topology only}

When the password is entered correctly
B0l (isemame login begins - there is no feedback if
; ; the password is entered incorrectly or
single fogin for all your CMS systems ]
not recognised.

zero feedhack secure authenticafion For example

https://astl.enterprise.net

NOTE — Sites that do not have a ‘standard’ corporate ip domain naming scheme - it is not possible to
have SSL single sign-on when there are different domains assigned to each site and no overall corporate
domain. Accedo do not have a standard single corporate domain naming scheme.

The profile will show your user group name - in this example KCCVolP {mouse over will show login 1D}

The messages tab allows you to access your open tickets, customization requests and other alerts for
your login associated with the enterprise accounts and licenses.

NOTE - Evaluation licenses have a 30 day lifetime. Full

licenses can be 30 days or 12 months.

alerts and notifications [EJ

P — Software updates, customization, support and ticketing are
available from the top line ‘messages’ tab on full licensed
I

version of the software.

outbox

trash
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Depending upon your account profile, the settings tab allows change of the configuration for the cluster

manager and database replication.

The central database is kept synchronised to all of the databases on the clusters through-out the
enterprise and is configurable in master/master, master/slave and circular high resilience modes;

Cluster 1 Cluster 2

Cluster 3

During any inter-site communications outages the clusters offer full application support within the
isolated site.  Each cluster can operate in isolation and still maintain the Asterisk services for the site.

For single site implementation, the servers within the site cluster(s) maintain the database within the
that site and do not replicate through-out the enterprise. Management, configuration and reporting

etc. are maintained at the site-level.
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Central topology - In more detail — the MySQL database can be maintained in a circular configuration ;

A = 5 i
mysqld "ﬁ mysqld pm-=|: mysqld E Rysqld ﬁ:&
e
'-
S
T
Cluster 1 E F Cluster 2
Myseld ﬁl mysqld E

Cluster 3

Each Asterisk server runs the AMI-Poller to maintain a local database of the status and configuration of

the local Asterisk servers within the local cluster. In turn the site cluster forwards the database

changes to the next in line to maintain the enterprise database so all clusters are synchronized.

If communications should fail and a cluster becomes isolated, it uses the local configuration and

database to maintain voice services for the local systems.  When communications returns an update

will be sent to synchronize the enterprise databases again.

Clusters in high availability topologies maintain local synchronized database and Asterisk configuration

within the local cluster in addition to the enterprise connectivity.

Voice services VIPs provide Asterisk voice services for the local site and either load balance or failover

based upon the polling within sip-ha for the cluster.

The MySQL topology for this enterprise - details in here
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-v verify information:

master server is @ 192.168.0.216 service primary
slave server is @ 192.168.0.215 service secondary
local interface : eth0 physical

timestamp 01/17/2018-10:09:32

VIP service address #1 : 192.168.0.218 controlled by kccvoip SIP-HA

Privilege escalation protection disabled!
See https://uiki.asterisk.org/wiki/x/1gKfAQ for more details.

SIP-HA will replicate local files to 192.168.0.215

In the above example SIP-HA is maintaining the VIP for a pair of servers and controlling the voice service
VIP on 192.168.0.218 for the local cluster. It is also maintaining the TSP SIP trunk using 172.20.15.1.

The configured files for replication will be sent from 192.168.0.216 to 192.168.0.215 to maintain
synchronization.

During a failure on the primary server of this pair, 192.168.0.215 secondary server would become the
primary for all services and the VIP 192.168.0.218 would be taken over.

Local softphones, tablets, smart phones and telephones configured for DNS SRV would continue to use
the primary service.  If the primary and secondary become unavailable, they would then change their
connectivity to the next server/cluster handed out in the DNS SRV list.

It is vital for the enterprise technical support and technical operations managers to understand the
database synchronization, HA failover, SRV failover and traffic flow. The damage is obvious if the
replication is incorrectly configured.
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2.0 Home Menu Page

The HOME page is customised to the enterprise and shows the status at a glance. Each status item can
be selected for more detailed information.

i 155 Asterisk Cluster Manager L —
LB B G Cofymeies B e 40 B Dl 40 [ O Clorgs 6 Rarke e
@& Fees 0 ALL - sppiustion acerees has <50 days emaming - - DEMQ - not live data  rrarvorn | [ e |
=
o 3 = L i El
Wy Dushbaantd Munige Chuslers Mansgs Sarsers Mankps Uners Hsperiing Mariags Byemnts

Status of the Enterprise

DEMQ =" DEFAULTE 1N UEE “* + thiz page has not besn fulty configured for this snterpnse » wakiog Rl configustios ood customesinn

a Sorvis R B Couniar Ha o o e iTILIE ST W ATV ] o L ] QEEL Weh 0K ] VOE OF | e
i iz Reutey I TR (LT R e i el serssmeni misy J

W e Aot HORCED @ YOG — oCD D

- AT server L €5 €Iy Ty

o Reporing Araimn Repaming 5 ot g3 caman 0w |

E 11 Lsmivng ITEF Loy D) i i ] i | 4wt Lt a1

The main menu functions are found on the blue header tab selection bar which is available as the
header from most of the cluster manager pages. These menu selections will change depending upon
your profile account.

S  Global Configuration ™= Group Cluster (D CommitChanges X Backup/Restore # System Admin

The HOME menu will also have large icons customised to your requirements to allow direct link to
reporting, dashboards/wallboards, user and agent manager screens, voice recording manager etc..

3 = b 4

My Dashboards Manage Clusters Manage Servers Manage Users
N
il. E
Repoirting Manage Events

All icons are customised to the individual account profile and enterprise site requirements.
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The main menu page shows the enterprise status at a glace

d s hy Corent A taiover e (EIIED. ot (CNIETICIED o (EEDQEEDY <o (EIED QUED
x e el Rl s ST e v ST o v

® i S =R o ] &5 [ neeEr i | iz o, § s o

o Seporing Assersk Reportieg (D) CIIED CIID W03 Hapiatnn D

= e 1157 Lowsn; (D oo on S 155 cn.

The main index page is customized to show the status from all of the vital components

2.0.1 Service Availability

,- RE— Qumer HA e acrve @ITIEITD TR (LI RN T (S (RIS sru (CEED Y
nigh avallakllity Stabun S - - - -
clunker wnicw WIF LLEEU wrh VEIP WER NPT weh wintos wader whates
TPAl 103, DS L | 5. LEN.H. 313 193 I8N0 310 | IR B | [ an sanma | [ v ]
Teay | LR = W | 183 18N AL 1 195 980, 19 ek | LF IR S PR | m | m
sie | 193,160, 1w 518 | BR2, 360, 8, HL | 192, 168100 214 [ 192,184, 109, 211 | o - ]

This example shows the current status from each of the clusters with their VIP, primary and secondary
server interface address etc. at a glance you can see if the status is green there are no detected
problems. If the icons are orange, there is a failover status detected

waiting - enterprise service addressing in here

2.0.2 Security
The quick glance icons show the current status of iptables, fail2ban, OSSEC, any SBC systems and
blacklist blocking running on all of the clusters in the enterprise.

Security status @€ e F:1E=3 MGA
0| seoun ty Liptabies ¥ tatzban
iptables status
Chain INPUT (policy ACCEPT @ packets, @ bytes)
pkts bytes target prot opt in out source destination
2] @ f2b-SSH tcp -- any any anywhere anywhere tcp dpt:ssh
8 @ f2b-mysql +tcp -- any any anywhere anywhere tcp dpt:mysgl
31 16853 f2b-asterisk-udp udp -- any any anywhere anywhere multipor
1198 98165 ACCEPT all -- any any anywhere anywhere state RELATED,I

Bl oA ArcERT . ____ — I L

In this example - notice iptables and fail2ban icons are green and in the pulldown detail you can see
fail2ban is running on three f2b targets {ssh, mysql and SIP}
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Chain f2b-SSH (1 references) You can also see that the f2b targets
pkts bytes target prot opt in have no current banned addresses
) @ RETURN all -- any

Chain f2b-asterisk-udp (1 references)

pkts bytes target prot opt in In this example you can see f2b-asterisk
76 39543 RETURN all -- any has banned addressing as it has a history

count of 76 packets
Chain f2b-mysgl (1 references)

pkts bytes target prot opt in
e @ RETURN all -- any

This tab can also show the details of access attempts and errors logged by security ;

Apr 18 11:10:17 ast16 sshd[4802]: Accepted password for root from 192.168.0.170 port 3458 ssh2

Apr 18 11:10:17 ast16 sshd[4802]: pam_unix(sshd:session): session opened for user root by (uid=0)

The original helpdesk scripts are still available if required for cli checks and routine maintenance if/when

i’

required - suchas ‘ aststat * to check the fail2ban ignore tables etc..

On the SBC clusters running Kamailio or Asterisk, ip blacklists are automatically kept up to date and can
also be monitored ;

Chain BLACKLIST-INPUT (1 references)
pkts bytes target prot opt in source destination
86 44326 DROP all 0.0.0.0/8 0.0/0

0.0.
1 52 DROP all 14.134.3.4 0.0.0.0/0
0.0.

1 52 DROP all 205.209.159.19 0.0/0
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2.0.3 Routing

To maintain the symmetrical routing for multiple interfaces, Linux multiple ip routing tables are used.

The status of these can be seen here.

}: Routing IR Y “

ROUTING SUMMARY - ast tables

192.168.19.215 dev ethl scope link src 192.168.19.216
default via 192.168.19.135 dev ethil

] ™™ R =] IRARA A MF [FS PR S RN
In this example we see that the eth1l interface is configured for symmetrical routing and has gateway on

that VLAN addressed 192.168.19.135 and using the VIP 192.168.19.216 as the source address.

If the symmetrical routing should fail, it would no longer be possible for users to reach both voice and
web services from a single VLAN. It is important that technical support teams understand why.

2.0.4 Asterisk

These icons show the high-level view of the current Asterisk processes

Asterisk EZUITI YN x up Y ounoi P

11} Asterisk

ASTERISK SUMMARY - SIP TRUNKS

“Host dnsmgr Username Refresh State Reg.Time

This display will show the current SIP trunks registration, IAX trunks and DUNDI peers, DHADI analogue
channels and ITSPs at a glance and can be customised to show any important Asterisk status
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2.0.5 Server Status

- () r, AT = () ¥,
@ Server Status server Ut @Gy LY
SERVER STATUS - disk space

Filesystem Size Used Avail Use¥ Mounted on

/dev/mapper/vg_livedvd-lv_root

586G 11G 386 23% / %
tmpts 925M B 92%M @% Sdev/shm
[dev/sdal A77M 73M 379M  17% /boot

fdev/mapper/vg_ livedvd-1lv_home
280G 5.66G 146G 38% Shome
[dev/sdbl 744G 214M 780G 1% [kccvoip

SERVER STATUS - Utilization

Linux 2.6.32-642.1.1.el6.i686 (astl6.kcc.com) ©04/18/18 _i686_ (2 CPU)

Shows the status from each server for a select set of parameters such as disk space, utilization and
memory etc

2.0.6 Reporting

To see at a glance that the reporting is collecting stats, cron is running, AMI-poller is running and the
MySQL replication is functioning

° Reparting Asterisk Reportng W [y SaL OK |

KCCVolP REPORTING - cron status
dpr 13 18:88:91 astlb CROND[8T26]: (root) CHD (php -q fvarfwew/html kcovoip/kocc-mng/ami-poller/fami-poll-cron.p
Apr 13 1B:88:81 asztlb EHﬂND[??}ﬁ]: {root) CHD { fbin/bash -c 'fu:riln:a]fahlnﬁ1ip-ha -y )

Apr 13 18:91:81 astle CROMD[9B35]: (root) MO {(run-parts Sfetc/cron.hourly)
fpr 13 18:01:61 ast16 CROMD[9E34]: (rooct) OMD (/bin/bash fusr/local/sbin/keepalive)

2.0.7 TSP & ITSP Status
= ITSP Loading I135F Loading Jpi AT CITor OF

Customised to each implementation
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ITSP UTILIZATION - channels

26 active channels

13 of 160 max active calls ( 5.14% of capacity)
25348 calls processed

Shows the status for the main ITSP and Telco trunks, inter-site DUNDI status etc

Telnyx ITSP SIP Trunk Utilization

cluster | TNX |USSales |UKSales | EUSales | Development Utilization Date
lon 22 2 2 0 17 55 % of 40 channels 08/01/2013 20:24:40
tpal ] 3 5 7 0 22 % of 40 channels 06/01/2013 20:05:43

there were 31 concurrent calls active on 06/01/2018 20:05:43
which equates to a Telnyx trunk utilization of 77 %
and requires approx 2814 kKbps on the ISP networks

3.0 CMS Reporting

At default the reporting icon will link to the kccvoip CMS Reporting application menu {if installed} if
allowed by the account profile ;

Asterisk Reporting

Depending upon the account profile, this allows the

user to reach

for OUTBOUND CALLS

e CDR and agent reporting

for INBOUND CALLS
e custom report generator
for AGENT AND QUEUES e voice recording manager
e original wallboard software
for CUSTOM REPORTS e download area which contains the
: softphone client software and
SYSTEM OPTIONS documentation etc.

e  MySQL manager and KCCVolP MySQL
RETURN TO HOME

Users can have configured profiles that provide specific rights to their agent groups and/or applications
such as wallboards/dashboards, CDR reports and voice recording etc..  From login the user can be sent
to the application or link for their profile.
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® cvaluation license version - KCCVolP Asterisk Reporting-Engine
demanstration mode - vi5.9 Feb 2018 - - - user acocunt = DEMO

YSTEM OPTIONS ‘ :
DOWNLOADS

DOCUMENTATION

cevel® Asterisk Reporting-Engine
As always, the current documentation can always be found in the ‘SYSTEM OPTIONS’ — ‘DOWNLOADS’ -

‘DOCUMENTATION’ tabs from the reporting menu

custom site notes in here
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3.0.1 CMS Global Configuration

Global Configuration tab ;

¥ Global Configuration

Business Service Hours (times when calls flow through
Business Service Hours different IVRs or get routed to group voicemail and/or
announcements etc.)

Agent Configuration Agent Configuration (CSQ/ACD) {PRIVILEDGED}

Trunks Trunks (Telco SIP/IAX trunks) {PRIVILEDGED}

Batch (add large range of extensions and/or users etc
Batch Configuration from templates, agents groups, copy from extension
numbers or upload CSV

Features Features (call parking, intercom, paging, music on hold,

conferencing, video, spy and call control etc.)

Roaming
Roaming — check the current status and highlight any

. errors found in the roaming mapping
Dialplan

Dialplan — view and edit call flows {OPTION}

ACL ACL (access lists for internal phones, trunks, users etc)
CMS User Accounts CMS access accounts and access rights {PRIVILEDGED}

ACD Queues and access rights {PRIVILEDGED}
ACD Queues

Depending upon the group and server requirements, some of these functions may not be enabled for
your profile account. All can be customised for each account profile.
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3.0.2 Business Hours of Service

Each agent group can have allocated within the dialplan a business hours of service routine which sends
the inbound callers to the appropriate number or voicemail etc. at certain times of the day, holidays,
weekends etc..

Business Hours of Service

Page: 1 0f 1 Rex

_] _|Md Wiew || Change | Copy || Defete J_j_| |

: start end starn end
it She | Cluster| Group Function Description Active i day day start date (end date | announcement

@ | lon : lon  |UKSALES OFEN LIk howirs yes | 080000 | 1830000 | mon i
pa pat LISSakes OPEN EST hours s 130000 (22:00°00 man n
ams) ams | EUSaes | CLOSED fare closed no | D000 | 000000 | mon En = ] Chosed
Ipa | tpal USSales CLOSED force closed no D00 (235359 man 54N g ormr chsed
4= ] Fiz gl USSaes | HOLIDAYS Memoasl Day YES 000000 (235959 Imion 0525 oaa Mo i
tpa | tpat USSales |[CHRISTMAS| 2016 Chmstmas yes | G0-D0c00 | 235959 - 12725 12326 |mermy-chnsimas
fpa | tpal | USSales | HOLIDAYA |Independance Day| wes | 000000 (235% 53 : OviDd chosed
brea i 1S Salee i IFAVE abvwir Fian e ff-ARAR | 5% K586 man ikin 4 Em? ]

3.0.3 Agent Configuration

Allows for changes to each of the agent groups, CTl and CRM integration {customise to site}

3.0.4 Trunk Configuration

Allows the configuration of new and existing trunks to ITSPs, Telcos and SBCs. Trunks that are
associated with agents groups or specific clusters can also be configured from the cluster/group
configuration menus.

Trunks
<< | «| Aod | view || Cnange | Copy | Detele | = || 2= | Goto ! ¥
L] Si® cluster group trunk nams
. ot fan LK Sakes BHP-32
lon lon Infer-site 0
() fon TecnSuppart FRIET
I lan Ister-sie AMS
Ion lon inter-aie TRA
sk s Imer-sie LGN
sfo sin Imer-site AMNS
=hn s IRr.aiss TR
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Trunks - Edit Record

| Save || Apply || Cancel |

site tpa
cluster tpaz
group Telnyx
trunk name TELNYX-1

callerid outbound

authuser tnxpeiSRTP
zecret kjdshfkjsdhfa
accountcode Telnyx

& Telnyx_INBOUND
CALLC_INBOUND
from_telnyx
from_CALLC

frmm rlarn
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KCCWVoIR
amaflags
full contact or description Telnyx
Telco host sip.telnyx.com
insecure
mdSsecret
acl providers
port
qualify
protocol SIF -
i aYES
encryption
no
fallback

| Save || Apply || Cancel
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3.0.5 Batch Configuration

One Extension, hotdesk phone or user can be configured from the cluster/group menus at a time.
Sometimes it is beneficial to be able to configure a batch of extensions, hotdesks or users in one more
efficient method ;

KCCVolP Use the batch configuration to add

. | users, extensions or hotdeskphones
. 1 ,. L to Asterisk.

Asterisk Cluster Manager

Select from the pull down list of

Batch Configuration

templates - enables easy addition
create users/extensions batch of users to an existing agent group,
extensions as hotdesk phones or use

Batch Group Template
an existing extension as a template to

TechSupport y create a batch of similar extensions.
Cluster
) tpat Select the cluster where the new
{7 tpa2 users/extensions are to be created.
@ 5f Remember if you create the same
[ lon extension number on different
clusters you must consider the
Extension range to create dialplan and how call roaming will be
affected.

siarting extension number

When you have input the range of

aytoo ho

SNOING exicROn NIReT extensions to be created and clicked
the VALIDATE button, the system will

check if the new numbers are

compatible with the existing dialplan
VALIDATE before adding to the database.
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In this example we have validated a
new range of extensions to be added
into the USSales group.

Batch Configuration

TEMPLATE IS VALID The system will use the USSales
batch configuration will use USSales group profile to create the new
as the group template to add the batch of new extensions

extensions - starting 6122 and ending
with extension number 6155
on clusters tpal tpa2

The validation was successful as the
screen shows TEMPLATE IS VALID.

If the extension numbers were not
valid for the chosen template,
dialplan and cluster, the message

| SUBMIT I Edit I Cancel | INVALID would be seen and the initial
form shown for re-entry.

|
Click SUBMIT to create the new

extensions

3.0.6 Roaming
See at a glance which extension numbers are available on multiple clusters/sites and make configuration
changes to the roaming dialplan mappings

group [ custer | extension | foam woicemail [ usEr name
HR ' fpad & ' L i ] ' 5020 Haroid Fishes
Development ' 51D 5200 ] [ clunadi ' 5200 (5200
TecnSuppon ' tpad [ 5200 £ aD ' 408 dupscaie [Edae Chisserr
Development | pa [ [ Y ene J EBIREY e Chssorn —ame it
) | o i . | a0t |Renen Midsor '
1 ' an | ) ' m [ chumans ' |ogen '.Ima'ull.
T . %10 . .  cundi § . SR02 |Gardan Lotk
T i m mm [ ..::-_"il wan Lotk e e
T 510 [ 5600 J L ducd) ] . [Reg Yates
an [ i § oD | 5503 Reg vaes (ETREEED
=in T [ et 1 Falld ol Liorme

In this example we see ;

5020 is configured for roaming and has extension 5020 defined on cluster tpa2 and sfo. The green name
icon is showing that it has found no duplicate voicemail or name mismatches.

Extension number 5200 has been configured as a ‘standard number’ so that the technical support
department can be reached locally from any cluster, but allowing the other sites to provide backup if the
local number is offline.
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SSales tpal [ 6102 | [ dundi | B102 hike Sydney

USSales I tpat [ G100 | I [ dundi | I 8103 Geonge Lopes

Accaunis I =i [ 6179 ] I [ dundi | I |nne Stamp

Arcounts . &M . . [ G17a ] . 6178 |anne Stamp

6102 and 6109 are configured for roaming to permit DUNDI to make the extension numbers available

directly dialled from any cluster within the enterprise.

6169 has been configured to allow the user to work from either the sfo or ams sites and have the
extension number available for direct dialing from any location.... notice the voicemail has been

configured only on the home cluster of ams.

Customised site details in here

3.0.6 Access Lists
The access lists used by various extensions, trunks, groups and functions in Asterisk can be edited here

ACL for ALL
<] < A0 v crarpe | oy ] et | = | -»] o] ' oo
¥ ACL nams description natwork 1 network & network 3
. Ems_link ams iimis 1007010640258 255 295,252 | 10.10.20.0255. 255,255,128
iniemel_phones | ALL mtemnal phone nets allowed | 10,10 10.0v255 2552560 | 152 16668 255 255,265 126 | 192 166.0. 06255255 255.0
SERVICE_PROVIDER
SIP_VPH WPN S8C access 3 192 168 66.V255 255255 128
fpea_linik intermal TR WAX and DUNDI | 70,10, 1007255 265 255 252

The ACL_name is used by Asterisk to refer to the configured lists. In the first screen only the first three
networks are shown, but when viewing or editing you will see many more ;

part of the implementation planning training for KCCVolP Asterisk Cluster Manager © kccvoip.com Feb 2019



KCCVolP Asterisk Cluster Manager V15.9 USERS DOCUMENTATION Feb 2019

ACL - Edit Record
e || AR || et
ACL name ams_link
description ams links
meraark 1 10 10,10 847255 255 255 262
nebanork 2 101020, 0235 255 255, 128
network 3
network 4
netwark &
network &
rietwork 7
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4.0 Group Tab

== Group ALL Allows you to select the agent or user group and
view the status of that group anywhere in the

All Groups enterprise

The listed user groups may change depending upon

TechSupport Status your account profile

EUSales Status These groups are customized for each enterprise to
allow quick selection of agent groups, corporate
departments or functional groups such as hotdesk,
roaming, conference rooms etc...

USSales Status

UK Sales Status

Training Status

Exec Status

Accounts Status

Development Status

IT Status

HR Status

Hotdesk Status

4.0.1 Group Status and Extension Configuration
The group selected will show in red in the menu display - in the next example the group selected

. . o Grou IT
was ‘IT" asshown in the red IT icon
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Current Extension Status for site=ALL, cluster=ALL, group=IT, sorf by regexten - - - - - -
group cluster extension user name agent status
T ams @GIIDe® |EUIT HelpDesk
T lon &G @ |UKIT HelpDesk
IT sfo @GP ® |SFOIT HelpDesk
T tpa EGIID @ |Tampa T HelpDesk
IT tpa2 m.. Tampa IT HelpDesk
IT tpa2 G @ |Andy Fenwick
IT tpa2 @G e |Jane Goodall
IT sfo &) e |Alison Moyer
T _E_ ATFTR - (e

notice the selection header also shows which is telling you that you are looking at the
status of any member of the IT group on ALL clusters within the enterprise if using central topology
{within the site only for site/distributed topology deployment} — so you can monitor and maintain user
groups that are spread across multiple clusters and multiple sites.

The group selected will show in red in the menu display - in the next example the group selected was

Grou UsSales
Ussales’

ALL - evaluaton hoerse has 7 days remaming - - DERMCG - not Bve data

Current Extension Shatus fov gife=ALL ofstar=ALL grocp=LNSSades. aor! By megexian - - - - - SISt o gl LS

! group T tlu'ﬂbl‘ T axtmmaian T WEEF RAmE T agemt Bt Twm | calls

UsSaies [ tpad [ & e Canala Ve [ P UsSalesz B [ 3 [ Qg0
USSales | ||'ra£' . m - A — E P UsSSaes: [ (8| artn
-.I‘::-Salrs [ tpa [ . -I.EDH Jonsione [ i UESale=s mm [ 3 [ 12..-.":!'.‘.
J‘.EPE-HIE: [ .Ip.'n. . m. -'.1|I:! ;-'.'-:me-.' I z USCales [FEELT] [ & [ __ -'J
USSsles | fpat | WEEED@ [Sally Philies | § Ussales [EEERY 9 7iaim
USSales [ Ipat . e -.-:-az-le' Gonzglez . ‘ .Ui;g-a!t*s:l m . I:.' . '. R
USSales: | 1pat ™ xcen Thomas . ‘ UsSatest [ g i | + 3 ACD calls. lst 28 2 mine 3g0 | o ¢33
U5Eales [ tpa I a3 e = Smith ! & USSates] . o [ Twrara

NOTICE - in this example display shows the extension status for ‘USSales’ group members on ALL sites,
on ALL clusters with the display sorted by extension number;

for site=ALl  cluster=ALlL group=UJ55ales, sort by regexten

The Agent status coulomb will show the current agent status {on a call, available, lunch, break, meeting,
logged-out, admin etc..} it can also show ACD call counters if required.
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4.0.2 Sort and Search

To change the sort order you can click on any of the blue headings - In this example we have re-sorted
based upon user name ;

Current Exiension Status for siesALL cluster=ALL group=USSalss, sort by name - - EINT USERSEXTENSIONS
group cluster | extension | user name I agent status
LISSales tpad @ :l_Ja.I'IIE|3 Yale Pe USSales2 m

LiSSales :
LUsSales1 Rl
/SSalest

USSales | tpal O & |Secroe Lope:z
Ussales | a1 | QEED @ |Gerit Rosbesk .

USSales | tpal G e |/osu= Gonzaler

USSalkest
Ussales! [ETEE

UsS5ales Lpal -.. \Jim Smtth

USS5ales tpal @ |Jo Clayden

? e BB pe 8o

USSales | tpa? | (E[ED @ |Jubana Guberrez

USsalkes2 |[EEd

1I8Sale= tmad TR & |Ken Thamas

Ligfalee  [TERTRTRN EPOTTR o 5 ACD cals bt call 2 mine aon

e

. . . . . EDIT USERS/EXTENSIONS
To edit, copy, delete, view in detail you can click the _ at the top of the

displayed table.

Users and Extensions

v site chusisr @raup name extenslan Wm box
- tpa hpad UI55ales Daniela Vala 5rid ET0E
pa Ipad USSates Jubana Guterrez 5710 YR i}
1 ipa I Ipat LS8 akes Leon Johs|one Len i} 101
ipa tpat LISSakes ike Sydnay ikl e] B0z
tpa pal US5S5ates Sadly Phallips 6103 6103
pa Ipat LSSaes desse Gonzakez G104 6104
ipa tpal USSates Ken Thomas 6105 6105
pa tpat USSales Jim Smith G108 6108
ina fna | PR I Pilsudea RANT RANT

Again you can re-sort by clicking on a blue header name or you can use the search button if you need to

N . . W .
find a particular user or extension etc.... orselect "~ to search for an extension or user etc.

In this example we search for user name Keith Campbell ;
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Users and Extensions

Add | Wew | Crange | Copy | Delste

LT} oluwses grows Rl TR

™

Curmenl De=ry: ["PAERbE] name” LIKE “Hsth Campbelr™)

= R Tinien (il

| aad | Veew | Crange | Copy | Deiste

We can then choose to edit/change, copy or view this record in detail.

4.0.3 Edit/Configure Extension/User

. . - Ch
In this next example we choose to edit a lon record by clicking on the | Ghange | button ;

User and Extension - Edit Record

Most fields are
recognisable to anyone

‘ Save H Apply H Cancel ‘ familiar with Asterisk

i lon
lon Some sites make use of
cluster ]
all of the fields — other
sites only use a few
group HR
e Alex Horn
- Alex H <h021= . .
callend exmom Customised notes for this
enterprise -in here
extension 5021
authuser 5021
I dinitm
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vm box

voicemail password

directory entry

accountcode

context group rights

TechSupport
T

sHR
USSalest
USSales2
TampaADMIN
TampaReception
SFOReception
EUSales
EUAdmin
UKSales
UKAdmin
UKReception
EUReception
Training

Fyer

Remember to configure the
voicemail box ONLY on the home
cluster for any users that are going
to be using the roaming features

VM password will be blank if the
user has changed their password.
If VM password entered here their
password will be overwritten.

Directory entry places the name
and number into the corporate
directory - dial 411 to hear the
default corp directory

These are the context or user
rights groups which decide which
numbers this extension is allowed
to call and what features are
allowed etc

Depending upon the CMS account rights, some of these fields may not be seen. Each user of the

Asterisk Cluster Manager can have different levels of access
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amaflags

callgroup

(=g ]

pickup groups

(== ]

fromuser

full contact or description Alex Hom

host

insecure

language en

mdbsecret

nat no

acl internal_phones

Customised enterprise notes in here

Usually an extension will be
configured into a callgroup for
their local operating group of users
to allow other members of the
same group to answer a ringing
phone. The pickup group can be
a list of callgroups that this
extension is allowed to pickup and
answer a ringing phone from.

The full contact is used by
reporting, wallboards and detailed
status screens to identifier this
extensions/user

The access-list can be edited on
the Asterisk Cluster Manager and
will stop any telephones or
softphones from registering that
are not using the approved ip
addresses
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qualry

registration every - seconds 0 Auto phone provisioning allows
the NOC/HelpDesk operators to
yes make moves, adds and changes

alto phone provision SN0 very quickly by entering the mac

address of the telephone so that it
phone mac address will automatically pickup this
configuration when it starts-up.

pravisioning profile Select the profile to match the
telephone {Mitel, Avaya, Cisco,
orotocol §|p Y Polycom, SNom, Digium etc..}, the

telephone mac address and the
protocol {SIP, SCCP, IAX etc..} to

. yes
encryption 0 have the telephone automatically
L}
change to the configured
, . .
fallback DNS SRV extension details.
Select roaming to enable DUNDI to
roaming yes advertise this extension to all other
8 N0

clusters to allow users to connect

at multiple sites and/or have

call forwarding to standard numbers for departments

(helpdesk, accounts etc...)
Save || Apply || Cancel

Customised enterprise details in here -----
A blank entry for any fields will try to use the default for the field {roaming = no, fallback = none...}

This allows you to edit the record for the user/extension. If you click ‘Cancel’ then the change will
not be saved - so you can play with theses screens without making changes until you are familiar with
the options and methods available for your account.

Depending upon your profile level, you will be able to change different elements of a user/extension.
You should be able to set the extension number, username, secret/password for the phone, voicemail
details, call and pickup groups, user groups, agent groups, enable encryption if required, auto provision,
protocol etc....

To add a new user you can also use the COPY function which allows you to copy an existing user
configuration so you can then modify the new copy with the new extension number, name, phone
details etc.  This is the quickest way to add a new user to an existing group. When finished editing
you save the record by clicking Save or Apply.
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Notice after you have made any changes or additions the icon will change to show ‘changes waiting’

() Commit Changes changes waiting

You can then reload the Asterisk cluster for the change to be committed. FYl changes are backed-up
so that date/timed changes can be backed-out if necessary.

(® CommitChanges changes waiting Reloading the cluster will commit the changes you
have made to the Asterisk servers and make the
RELOAD CLUSTER tpa1 i changes active.

Changes are non-disruptive and safe to be done
RELOAD CLUSTER tpa2 during business hours.

RELOAD CLUSTER sfo Automatic backups are created with each change so
that changes can be backed-out or investigated at a
later time.

RELOAD CLUSTER lon

RELOAD CLUSTER ams

4.0.3 Hot Desk Configuration

Hot desk configuration allows telephones to be setup with local dialing rights as hotdesk phones so that
a user can login to a hotdesk phone and have their context/rights imposed onto the hotdesk phone.
This is ideal for hotdesk working or share telephones that require control and account of the calls placed
and received.

A hotdesk phone is defined as a telephone that has very basic dialing rights {local calls and emergency
etc. — customised to the enterprise requirements} with the feature that allows a hotdesk user to login
and use that hotdesk phone as if it were their own extension. The user profile is inherited by hotdesk
phone when the user logs in.

Current Hotdesk Telephooe SIxius for SIE=ALL shster=ALL, (PR AOiles, o by regenien - - - - Ty
wrosp cligber axbrisan telenhone name | trlrphoae canfiguration leeamon
oGk wal m Hpa-nocesk-1 HIOTOE Bl FHOME m meE 13
} ] I ! | |
otk ol [ srar ) ipa-honaeaki 2 | HoTDEE PHOME  [ERTE s109 | des 17
Tihohesh al [ s ] [ipa-haicesk-3 | HOTOESH PHORE [ desi 15
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In the example above,

you can see hotdesk phones 5811, 5812 and 5813 are all showing as available {telephone online and

registered with Asterisk}, they are all in cluster tpal and located on desk 13, 17 and 18.

The

configuration shows they have been configured as hotdesk phones so they can be used locally without

login to make local and emergency calls.

Notice that 5812 is showing it is in use by hotdesk user 6109.

On the same screen we see that the hotdesk user 6109 is George Lopez and is a member of the USSales

group, so George will be able to make calls using this hotdesk phone as if he were using his own

extension and call records will show the calls he makes using his extension number and group details.

Curreni Hoddesh DS Siatus

Lo
@
@

4.0.4 Database

The full list of user-accessible MySQL fields for the status database are listed here ;

COMErT - group accourmcode

# Name Type Notes
1 . int(11) index
2 Site text Site within the enterprise
3 Astgroup text Agent or extension group
4 Cluster text Cluster name
3 name varchar(80) User or extension name
6 Callerid varchar(80) Caller ID
7 Defaultuser varchar(80) Asterisk variable
8 Regexten varchar(80) Extension Number
9 Authuser varchar(22) Asterisk variable
10 Secret varchar(80) Extension password
11 Mailbox varchar(50) Voicemail box number
12 Vmsecret varchar(22) Voicemail password
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# Name Type Notes

13 Accountcode varchar(20) Reporting account reference
14 Context varchar(80) Asterisk privilege group
15 Amaflags varchar(7) Ama CDR flags

16 Callgroup varchar(10) Inbound call group #

17 Canreinvite char(3) Direct media flag

18 Defaultip varchar(15) Default ip address

19 Dtmfmode varchar(7) Defaults to RFC2833
20 Fromuser varchar(80) Asterisk variable

21 Fromdomain varchar(80) Asterisk variable

22 Fullcontact varchar(80) User Name for reports
23 Host varchar(31) Trunk host details

24 Insecure varchar(4) Asterisk variable

25 Language char(2) Asterisk variable

26 md5secret varchar(80) Asterisk variable

27 NAT varchar(5) Default = no

28 ACL text Access list

29 Deny varchar(95) Blocked ips

30 Permit varchar(95) Allowed ips

31 Mask varchar(95) Asterisk variable

32 Pickupgroup varchar(10) Call pick-up groups

33 Port varchar(5) Asterisk variable

34 Qualify char(3) Asterisk variable

35 Restrictcid char(1) Asterisk variable

36 RTPtimeout char(3) Asterisk variable

37 RTPholdtimeout char(3) Asterisk variable

38 Type varchar(6) Asterisk variable

39 Disallow varchar(100) Asterisk variable CODECS
40 Allow varchar(100) Asterisk variable CODECS
41 Musiconhold varchar(100) Asterisk variable

42 Regseconds int(11) Asterisk variable

43 ipaddr varchar(45) Asterisk variable

44 Cancallforward char(3) Default = yes

45 call-limit int(2) Default =4

46 Lastms int(11) Asterisk variable

47 Useragent char(255) Asterisk variable

48 Regserver varchar(100) Asterisk variable

49 Phoneprov text Auto phone provision
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# Name Type Notes

50 Phonemac text Phone mac for provisioning
51 Profile varchar(15) Profile for provisioning
52 Protocol text Voice signal protocol

53 Encryption varchar(3) Default = no

54 Fallback text Fallback method

55 Extstatus int(1) Asterisk variable

56 Agentstatus text Asterisk variable

57 Queue text Asterisk variable

58 callsDIN int(4) Asterisk variable

59 callsQIN int(4) Asterisk variable

60 callsOUT int(4) Asterisk variable

61 vimUNREAD int(3) Asterisk variable

62 vmOLD int(3) Asterisk variable

63 cfwdSET text Asterisk variable

64 cfwdTO text Asterisk variable

65 Callbackextension varchar(15) Asterisk variable

66 Directory text Include in corp directory

5.0 System Admin
Most of the configuration menus make use of the same layout, so it is very easy to manage all
configuration as soon as you are familiar with one;

Backup/Restore menutab {PRIVILEDGED}
Allows control of High Availability VIPs and cluster priority

Backups and restore options for individual servers or clusters

Backups are customized to save the Asterisk configuration + MySQL to any location. Due to the high
availability, the backups/restore features are very rarely used.
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# System Admin

Dashboards

OSSEC, NMS and SNMP

Security

high availability

VR Encryption Keys

Inter-site IAX DUNDI Keys

FAX Gateway

ALL Voice Conferencing

Server Status

Reporting

VoiceRecording Manager

System Admin menu tab

Link to the dashboard/wallboard menus

Allows control of OSSEC and NMS configuration
iptables firewalls, dynamic blacklists and fail2ban

customized options can be added for storage
management, voice recording manager, dashboards,
wallboards, CDR reporting, custom reporting, MySQL
tuning and configuration etc...

Encryption Key Manager and storage management etc..

The FAX gateway and voice conference managers can be
launched from this menu {OPTION}

Links are also found here to reach all of the reporting
systems and voice recording manager
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5.0.1 encryption keys

Asterisk Cluster Mﬂl‘lager Example screen for encryption key

management

Key update for kccvoip voice recording
encryption

Encryption keys for DUNDI and I1AX

links and voice recording encryption

key files available can be managed to suit the enterprise

s trieR s 2 PCl or FIPS compliance policies
key-2018-Feb-22-11-11

key-2018-Jan-19-13-01
key-2018-May-07-14-06

Cluster = TPAT - - Group = ALL

current-keovolp-key-RSA
using the key key-2018-May-07-14-06 now |>-j,’

FORCE generate new key

download current key
|

Customised notes for this enterprise - in here

part of the implementation planning training for KCCVolP Asterisk Cluster Manager © kccvoip.com Feb 2019



KCCVolP Asterisk Cluster Manager V15.9 USERS DOCUMENTATION Feb 2019

5.0.2 Dashboards and Wallboards

Customized dashboards allow wallboard display and/or supervisor dashboards be configured to match

the business requirements ;

Dashboard |ndex

il ACD M Default -t Tampa 1

—— wign Sapley ACT) inbCund [rapre— Dkl St Combors 1

o Tampa2 vdd SFO Team1 sdie. Amsterdam ks London

[reerr T bt 3 Vs Clusbzm 1 sl Casmom 4 i Custam 5

Option= availabls - ACD Cuene Stats. Gueue pnonbes and agent shill evels. Apganis hooes 2nd status,
COuthound call stats, Congestion and Trunk calt stats, piz chars, raphics and bar graphs, RS5 and reakme banners

E'*,]' DEMO WALLEDARD
Agent of the week - congratulations 1o Freddy Blogs frei the TTS ream - 700 calls abave 8§

il 34 - 213 e o salia  99.0% i 17
Tonar - e e Hakl

oW City . Chisa Al 1onaT Al SLAS arzianls
Sianl Aanragn Tak

AL FRE LR SLA SWOHRING = "ACH QUELE SEA = iM% ™

AILHNE T A NI ON [N

AT AT TIT AL ML L AL E

AERALGE 791 AN Y MR B

Customized large screen wallboard example
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Current Exteniion Siatus for iemALL cuslar=(nat group=LiSSaes SO o seperiEn

resip I Eluntet ---uha-w. e Al gL N | wvmll | Wmcn | bresk | et rain agnin
usaan el .m. Lo Jofsaong i [rrr——" mm uuummnﬂuq uﬂmuuuﬂm uunqbu.mw
;u:-'.5a-.==f = .m rm.- Sytney i_ USSaesT Iog;-rl:ﬂ muuun uumu m-nunu uu 00-00 | 00505-00
wei m b.:lhl-'lllhn ; Usiaakst mm _lwuul:ur mww-uuw-nu w-mM iﬂww:lil?:.l?ﬂ_?l_:l
O |iessie Goozaker | & [Fs— mm |#2i0m ouuzuq wmw-mwm 00:00:00 | 00:05:00
O |«en Thamas & Ussae mm 3 A call, Lat cad 8325757 | wwu muw-wmw £ODDN0 | 00005 | DO0E:0D
O 1w smn T m m;;nu:rﬂmnuau u.ua-}-l:-u SOD000 | 00:00:00 | 00000
o & smkes EEEn |1oggea on| oo:oo: o2/ oo wm CRO00T 00000 | 0050300

| i ]

Geogeliger | B USsasst [EEDN @ETH

examples of supervisor dashboards that are customized to show the required information

Cusrend Trunk Stabis 8 £ T |
group | frumk status T ftrurk 1D | | prowider TEIpOnSE 1 profocal ac
UK S [ ur 5iF.32 | a1 | =1 50ms SiF | pravders
= = 1l I Sl 1 1 1 } et
LUK Sy m TELMYX-TF | Sip LW £ O | SENT a1 | prownders
z1emai L 1 iz | oty ik } — 1 = 1 curia s
UK Saes [ ur ] TELWYX-8 Sip ANy K Com =150ms P prinnders

Customised enterprise details in here
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{OPTIONAL MODULE}

Current Status
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hdil Statistn:s = Con_f_i_guration

KCCVolP FAX Gateway - outbound

date FoOaLEnt sim sander from FAK ta FAX file deotibs FAY statis #NbEnzion
02-15-2018 19 44 'ecovoip US  wee@meil? kooved net +441207666118  [RG-ALARM-TABLE pai FOF gueue | 1R4ESTIASE
2072048 1827 dccwmip US  esshiFmald kocvosn net) 501 201802271827 E5 FAN- kedte@marll keovoip net b =t OK 1E4EETDREL
O2-2B-20198 14 549 (Koo wolp WS ednEmaill koivoegnes | 300 201802281454 46 FAX-kedBmaild koowoip nat bR senl OK 164557 N1G6E

Current Status KCCVolP FAX Gateway - inbound
date Dooodunt L sander « from FaX - for ficla

02-15-2098 1320 |Woovo L% tiseo-TAG-EL + 43525274717 00 taa- 20T -SSR
02 16-2018 1417 lab3 Teamvaliey [DumnyGLl +L A I (AT AT fan-20 180219135548 keovoip- 184557014654 uf
02-20-2018 1455 CATCH-ALL BG5S 00 {55 £ A1 200 145415300 FR4SS T 1ESA T
feaf nnan aEng i ——— o Aren ACW i Gnhy spepeueapEn

for see=ALL

Current Extenzion Status

clfstar=ion groep=ALL g by regasien

example from the FAX Manager

The FAX Manager is an optional addition to the Cluster Manager which provides a FAX gateway on one

or more HA pair of servers.

The MySQL database holds the user configuration which maps username,

email and any associated FAX numbers to allow the sending and receiving of FAXs using email and PDF

files.
logging.

The FAX manager shows the status of FAXs sent and received and allows resending and detailed

5.0.4 Conference Manager

{OPTIONAL MODULE}

The Voice Conference Manager is an optional addition to the Cluster Manager which provides a

management of voice conferencing for the Asterisk enterprise.

monitored and logged.

part of the implementation planning training for KCCVolP Asterisk Cluster Manager
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Current Status Conference Manager
Eurment Sonferencing Statas R T 6 CRLATE COMIE ENE
start L] reacEur i antwinal nem cwner | accsmi dascmption i sistun | Fecord video
| Wiary
2HIT8-05-30 D3O o4l 000-00-00 00 00 B0 weekly BEOZ IS4ESTIRSE 5500 ke |UHSafes  heesrly Chal on LIKE3IES 0 OH @ na nix
SOTER5-30 00 0l 0n CHOODRCN -0 D0 A K ) woakdy | BE00 | TRSRET0NR5E BAOE USGaas  weslly Chat oa USSales = (1111 il
2M18-05-22 140000 201505-23: 000000 1] BRI | |USEales :1F‘¢. sile moe o hex lallow _Sadker

Conference Manager - booking

<2 | « || Ao || vew || change || Copy || Detere | =| == | cawm| ° ’ m

¥ “:I"':u start wnd reacour | acogunt| chuster| sxternal number descnption MAKEEERT ":: ::: m

% | 8602 |20%8-05-30 000000/0000-00-00 DI00:00( weekly |UKSales| lon | 16465701658 5602 [weekly chat on LKSales 1 1234| o no
BE0R | 201E-05-30 00 00,00} 0000-00-00 DI-00.00| weekly |LUSSakes| Ipa2 | 16455701658 6508 |weekly chat on LISSales 16 t23a| no ma
503 |Z016-D6-22 1400000|2016-06-23 0000:00) oo |USSaks| tpalt TPA slle mave 10 1234| yes |moMow {swer

6.0 Outbound Dialer
{OPTIONAL MODULE}

Asterisk Dialer Configuration
CIITETTD TR CETTTD EXTETTT

Create Mew Campaign
Campaign Mame

Import CEV File

Chogse fiie | Ho Blé chosen

Gresting Audio
Choose fise | o file onGsen

WMessage Audén - adverl or BnRouncEmEnl

Chocss e Mo il cnaean

Customised to the agent group to match the requirements for campaign {concurrent calls, ACD inbound
queue, direct agent routing, announce only outbound calling, CRM integration and/or csv file import for
outbound contacts etc...

{see the ACD-OUTBOUND DIALER training presentations for more details}

part of the implementation planning training for KCCVolP Asterisk Cluster Manager © kccvoip.com Feb 2019



KCCVolP Asterisk Cluster Manager V15.9 USERS DOCUMENTATION Feb 2019

Blended queues combines inbound and outbound calling allows agents to be utilized for several
campaigns and inbound ACDs. SMS, Chat, eMail also can be integrated.

Asterisk Dialer Configuration

Select A Campaign
Campaign Name

test9 ¥

Deliver Message - Announcement Only
@ Dial Only - Direct to Queue
Dial Only - Direct to Agent

Maximum Concurrent Calls 12

Maximum Retries Retry Time 300

Start Dialing

Example screens from the Asterisk Dialer within the Cluster Manager
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7.0 Essentials for Implementation

NOTE - By 2021 we will move to Centos 7 and Asterisk 16.x

Prior to Nov 2020 ;

CentOS 6.9 64 bit minimum of 2 servers in HA cluster

MySQL version required = >5.5

PHP version required = > 5.6

Asterisk version > 13.18 cert 2

OSSEC >2.9

iptables/fail2ban modified for MySQL, SSH, HTTPS, SIP, SCCP, DUNDI, IAX etc..

SNMP NMS require Asterisk MIBs installed on any NMS/SIEM systems used by the enterprise
Local site DNS requires configuration for DNS SRV and local server identification

Local site support training is a prerequisite to the implementation to ensure the systems are customised
to match the enterprise requirements and that the local support and/or technical operations team can
maintain and modify the system configuration.

6.0.1 OSSEC INTEGRATION NOTES

All Asterisk servers within a cluster send encrypted UDP notifications to the master OSSEC servers in the
UK {a free on-demand service or a subscription service for 24/7 PCl compliance}. These servers
analyse and filter the streams to prioritize and forward the required notification to the enterprise
NMS/SIEM systems, notification to department managers via email and urgent emails and SMS to
engineers/helpdesks as required for the enterprise.

OSSEC continuously monitors the servers within all clusters for FIM/HIDS etc. in compliance with
FIPS/PCI recommendations.

OSSEC analyser login is available for technical and security engineers via the VPN AnyConnect gateway ;

part of the implementation planning training for KCCVolP Asterisk Cluster Manager © kccvoip.com Feb 2019
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=
T

:jy Login

Flease enter your username, password and DUO code Example of a web SSL |0g|n to the
client portal
GROUR: LAB-1 v
USERNAME: | | { https://kccl.webhop.net:8088 }
PASSWORD: .
| | Cisco ASA AnyConnect gateway uses
DUC code: | | ] o
DUO multi-factor authentication for
Login full FIPS compliance

Login is also possible using Cisco AnyConnect client and DUO ;

= : B
4 Cisco AnyConnect | kecvoip INSIDE e
- Example of a AnyConnect login to the
L1 Please enter your username, password and DUC code
L client portal
Group: |'|fPN1 - |
Username:  harry.c | { kecl.webhop.net }
Password:

Cisco ASA AnyConnect gateway uses
Second Password: DUO multi-factor authentication for
full FIPS compliance

The account will then connect you to the software ticketing, account console and OSSEC gateways
depending upon your account ;

part of the implementation planning training for KCCVolP Asterisk Cluster Manager © kccvoip.com Feb 2019
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Analogi About

January 17th, 2018 11:18:08 &M

Available agents:

+ossec-sarver (12700 1)
+MGA-032 (186.1.8.142)
+PEI-042 (181.49 58.131)
+ast15 (192.168.0.215)
+ast16 (192 168.0.216)
+BGC-062 (190242 120 234)
+BGA-052 (190 242 120.227)

Latest events

chart by amcharts.com
1,000

158:00 Jan 15

100 —

Alerts

Latest modified files:

+usr/bin/mysgldump
+fusr/bin/redland-db-upgrade
+fusrihin/recode
+fusr/bin/myisamchk
+lusrbin/php-cgi
+iusr/bin/mysgl
+/usribin/resolve_stack_dump
+usrbin/mysglbinlog
+usr/bin/myisam_ftdump
+Husr/bin/mysgl_upgrade
+Husr/bin/resolveip

14:03, 15 January EEEH] Jan 16 06:00

1&1‘5.-Asten§sk_‘syadog event : 68
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Example screens from the analogi from OSSEC

I Database Usage - Client Vs Level

In the case where there are to many hosts in the database that this graph becomes a hinderance disable $glb_management clientvslevel in config php

levels
chart by amcharts.com

astls 5,298 levels
astls
BGA-052 | 235
BGC-062 level7
MGA-032 | 273
PEI-042 770 214
bambam |
barney | 281 992
wan-apl | 2,499

levels

leveld

0 1,000 2,000 3,000 4,000 5,000 6,000

Log extract examples

e Jan 17 09:14:36 ast16 kernel: wctdxxp 0000:03:02.0: RCLK source set to span 1

e Jan 17 09:14:36 ast16 kernel: wct4xxp 0000:03:02.0: Recovered timing mode, RCLK set to span 1

e Jan 17 09:14:41 ast16 ntpd[2735]: Listen normally on 6 eth0:2 172.20.15.1 UDP 123

e Jan 17 09:14:41 ast16 ntpd[2735]: Listen normally on 7 eth0:1 192.168.0.218 UDP 123

e  Jan 17 09:22:39 ast16 kernel: wct4xxp 0000:03:02.0: Need to increase latency. Estimated latency should be 3
e Jan 17 09:22:39 ast16 kernel: wctdxxp 0000:03:02.0: Increased latency to 3

Latest events

Lavel: 4 - First time user logged in. 2018 Jan 17 10:07:10
Rule Id: 10100

Locathon: ([8ar1S) 192 168.0.215 »/var/ oo/ securs

Sre Ip: 192.168.0.214

Usar: astertsk

ey L7 A0:C7:08 wetiS sshA[50X1]: Accepted publickey for astensk from JU2168.002 58 peott 45000 st

Level: 7 - Asterisk TRUNK DOWN 2018 Jan 17 09:15:05
Rade Bd: 5210
Locatbbn: {astl1g) 192 168 0.216- > varlog/ ssberisk mednages

{imn 17 09:15:03§ NOTICE 3819) chan_man3 o1 Peer ‘HGS-0LD 16 now UNREACHEBALE! Time: 0

Lovel: 7 - Asterisk TRUNK DOWN 2018 Jan 17 09:1%:0%
Rule 1d: 4213
Locathon: [3st16) 192, 168.0.216-= /varlod/ asterisk imessages

{380 17 09:15:03] NOTICE[3830] chan_wmncdic Pesr PEL is now UNRESCHABLE Time: G

Level 5 and above are usually forwarded to the enterprise HelpDesk/NOC

Level 7 and above usually trigger email and SMS notification for department heads and support engineers
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Rules can be customised to send alerts for defined sites to the appropriate email, NMS and/or syslog within the enterprise. At
default there are >500 rules and alerts configured into the various alert levels. The configuration and tuning of OSSEC is a
complex and lengthy process and is usually done in stages to match the enterprise requirements.

Enterprise OSSEC details in here

Lol 3 - Asterisk warning message, 20018 Apr 18 13:31:03
Al Te: 2003
Location: bambam-=/ var g/ messages
Ape 18 14:31102 bambam asterisk[1210]: WARNING[TAS75] chan_sip.C4073 Inretfans _pkt Retransmission meout reschad o tansmession 535156369-97 2369 285~
3IE030E499 for seqrn 1 (Crikical Aesponse] — Se=- https/fwikd asterrsic orgywild/display/ AST/SIP+ Retransmissions=01 3Psciest timed ook aftsr 31939ms with o responss

Asterisk timeout and retransmission example
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